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1. INTRODUCTION

This is an integrated wireless IP Camera solution. It combines a high quality digital Video Camera with network
connectivity and a powerful web server to bring clear pictures to your Desktop from anywhere on your local
network or over the Internet.

The main function of the camera is to transmit remote video over IP network. The high quality video image can
be transmitted with 30fps speed on the LAN/WAN by using MJPEG hardware compression technology.

It is based on the TCP/IP standard, build-in WEB server which supports Internet Explorer. Therefore the
management and maintenance of your camera becomes simple by using the network to achieve the remote
configuration, start-up and to upgrade firmware.

You can use your IP Camera to monitor your home or your office. Also, controlling and managing images are
simple by visiting the web site.

1.1 Features

Y Powerful high-speed video protocol processor

*High-sensitivity 1/4” CMOS sensor

Y Picture total 300k pixels

Y Optimized MJPEG video compression for transmission

Y Multi-level user management and passwords definition

wEmbedded Web Server for users to visit by |E

Y Support wireless network (WI-FI/802.11/b/g)

Y Supporting Dynamic IP (DDNS) and UPNP LAN and Internet (ADSL, Cable Modem)
Y Giving alarm in cause of motion detection

Y Supporting image snapshot

e Support multiple protocols: HTTP TCP/IP UDP SMTP DDNS SNTP DHCP FTP
Y Support WEP/WPA/WPA2 encryption

YeSupport 3G phone, Smart phone control and surveillance

Y Support Firefox, Safari, Google chrome browser

1.2 Packing List

Please check that the following items are included:

e |P Camera

e Wi-Fi Antenna

e User Manual & Quick Setup Guide
e DC Power Supply

e CD

e Network Cable

e Mounting bracket



1.3 Product Views

1.3.1 Front View

Antenna

Shell
Sensitive Hole

LENS

Infrared LED

Figure 1.1

Light Sensitive Hole: For light sensitive photocell.

Infrared LEDs: For night Vision.

LENS: CMOS sensor with fixed focus lens. (Default is 6mm, 3.6mm optional).
Antenna: WI-FI Antenna.

Sliding Shell: For protection from sun and waterproofing.

1.3.2 Connections

Metwrork Incicator LED

RJ45 Port Re|set DC 5V Power Jack

Figure 1.2
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Network Indicator LED: The green LED is on when connected to the network, the yellow LED blinks when
data is transferred.

RJ45 Port: RJ-45/10-100 base T, connect the network cable here.

Power Jack: DC 5V/2A power supply.

RESET BUTTON: Press and hold the RESET BUTTON for 30 Seconds to reset the camera back to the
factory default settings. (Please keep the power on when doing a RESET)

1.3.3 Bottom View

Figure 1.3

Please note the unique MAC and DDNS addresses on the bottom of the camera (different for every camera).

1.4 PC System Requirements

System configuration requirements:

CPU: 2.06 GHZ or above.

Memory: 256M or above.

Network Card: 10M or above.

Display Card: 64M or above memory.

Recommendable Operating system: Windows XP, Windows Vista, Windows 7.

1.5 Hardware Installation

You need to set up your camera using a network cable (wired) first before you attempt to use it wirelessly. It is
recommended that you set the camera up indoors first, before routing the cables through an external wall to
mount it outdoors.

1. Install the Wi-Fi antenna.
2. Plug the power adaptor into the camera.
3. Plug the network cable into camera and router/switch.




4. It takes approx 30 seconds to boot up the camera, then you will find the IP address from “IP Camera Tool”
(Figure: 1.9).

5. When the power is on and the network cable is connected, the green LED on the rear panel will stay on.
The yellow LED will keep flashing, and the Indicator LED on the front of the camera will flash. (The
indicator LED can be controlled by software).

Mateeork cabla
. J Netwark cabls

P

S e

RauterSwitch

Figure 1.4

1.6 Software Installation

Attention: In order to make the installation correctly, we suggest that you turn off your Firewall and Antivirus
software before installing ActiveX. Correct software installation is essential to the successful use of this
product. Install the following software:

1. IP Camera Tool: Open the CD, double-click “IlPCamSetup.exe”, then click next, to complete the software
installation.(figure1.6, 1.7, 1.8).
2. ActiveX: Double click “Appinstall.exe”—‘Next’—“Install’—‘Finish”.

Figure 1.5

‘welcome to the I[P Camera Setup program. This pragram will install [P
Camera on your computer.

It iz strongly recommended that you exit al Windows programs before
Tunning this Setup program.

Click Cancel to guit Setup and then cloze any programs you have running.
Click Mext to continue with the Setup program.

WIARMIMG: This program is protected by copyright law and international
treaties.

Unauthorized reproduction or distibution af this pragram, or any portion of it
may rezult in severe civil and criminal penalties, and will be prozecuted to
the mawimurn extent pazsible under law.

‘ Mext > Canicel

Figure 1.
6



Ready To Install |..X

Setup now has enough information to start installing IP Camera.

Click Back to make any changes before continuing. Click Cancel to exit
Setup.

< Back I Mext > Cancel

Figure 1.7

Setup haz finished copying files to your computer.

Biefore you can uze the program, you must restart Windows or your
camputer.

1 ‘ez, | want to restart my computer now.

= Mo, | will restart my computer later.

Remave any disks from their drives, and then click Cloze to complete setup.

< Back | Cloze Cancel

Figure 1.8

After this is done, the icon “IP Camera Tool” will be displayed on your desktop.

CAUTION: Before installing and using the product, please read the following precautions carefully and make
sure they are fully understood.

Use only the power adaptor included with the product. Use of an unauthorized power adapter may cause
damage to your IP Camera.

IP Camera can be installed in an outdoor environment.

Do not touch the lens of the IP Camera. The optimum focus range has been set for you. If you turn the lens, it
may cause incorrect focus and blurry images.

For firmware upgrading, refer to detailed instructions contained in the CD.



2. SOFTWARE OPERATION

2.1 IP Camera Tool

When the Device has been mounted properly, you can double-click the Icon “IP Camera Tool”

=SBl and a dialog box as Figure 1.9 will pop up.

Bl - | IX]
Anonymous Http: //192. 168.1.52
Anonymous Http: //192.168. 1. 50
Figure 1.9

Note: The software searches IP Servers automatically over your LAN. There are 3 cases:

1. No IP Cameras found within LAN. After about 1 minute search, the Result Field will show “not found IP
Server” and the program shut down automatically.

2. IP Cameras have been installed within LAN. All the IP Cameras will be listed and the total number is
displayed in the result field as shown in Figure 1.9.

3. The IP Cameras installed within LAN do not share the same subnet with the monitoring PC. A prompt will
be shown in result field (prompt: Subnet doesn’t match, double click to change!). Click the left mouse
button to choose the prompt and click the right mouse button, choose Network Configuration to set the
static IP address of the Camera to the same subnet as your LAN. (Figure 2.3).

NOTE: If it shows” Subnet doesn’t match, double click to change!” you can also choose "Obtain IP from
DHCP Server” to get a dynamic IP. (Figure 2.2).

2.1.1 Six Options

Choose the IP Camera list and Click the right mouse button, there are six options: (Figure 2.0).
Basic Properties, Network Configuration, Upgrade Firmware,
Refresh Camera List, Flush Arp Buffer, About IP Camera Tool.



= 1P Camera Tool = [T

Http :."192. 168. 1. 128:128
o / /10 3 -

Dazie Properties
Hetwork Configuration
Upgrade Firmware
Refresh Comera List
Flush Arp Buffer
Abeut IF Canera Tool

Figure 2.0

21.1.1 Basic Properties

There is some device information in the Basic Properties, such as Device ID, System Firmware Version, and
Web Ul Version. (Figure 2.1).

The Device ID is the camera’s MAC ID, which should be the same as shown on the sticker on the bottom of
the camera. Every camera has a unique MAC ID. So if there are many IP addresses shown in the list, check
the MAC ID on the bottom of the camera, so you can ensure which camera it is.

Sometimes, if there is no IP address shown on the IP Camera tool, it could be blocked by a firewall, in this
case you need to add the MAC ID to the router, and give it a fixed IP or add the MAC ID as a trusted site.
There are two MAC Addresses, one is the Device MAC ID, the other is the WIFI MAC ID.

WIFI MAC ID, you can find it on the sticker on the bottom of the camera, you can also login to your WIFI router,
check the host status, which will show all the WIFI devices connected to your router, you can also find the
IPCAM’s WIFI MAC ID there.

it Canora T L)

Anonymous Http: //192_168.1.52
Anonymous Http: //192_168.1.50

Anonymous Basic Properties  [X|

Tevice ID ﬁDBDSESFBA4B
System Firmware Yersion nezzz
Web UT Version ED-8-4-33

[0):4

Figure 2.1

21.1.2 Network Configuration

Below shows how you can configure the Network parameters.



XF ot JEE
Anonymous e
Anonymous
IPI:“ DG‘D IF Address
Subnet Mask ] d
Gateway |
INS Server l ! )
Hitp Port =0
Uszer ]mhin
Fazsword I
[ Cancel |
Figure 2.2

Obtain IP from DHCP server: If clicked, the device will obtain IP from DHCP server. In other words, the

camera will have a dynamic IP. (Make sure the Router which the camera connects to has DHCP function and
DHCP is enabled). (Figure 2.2).

[~ Obtain IP from DHCP server
| 10 ndavees 19z 166 1 .125 |
Subnet Mask 255 255 =55 . 0
Gateway m
DNE Server 192 168 . 1 . 1

Hitp Fort 1128
User 1admin
Pazsword
04 I Cancel J
Figure 2.3

IP address: Fill in the IP address assigned and make sure it is in the same subnet as the Gateway, and the
subnet should be the same as your computer or router. (l.e. the first three sections are the same).

Subnet Mask: The default subnet mask of the equipment is: 255.255.255.0. You can find the subnet mask
from your PC or router.

Gateway: Make sure it is in the same subnet with PC’s IP address .Here gateway is the LAN IP of your router.
DNS Server: IP address of ISP network provider. You can also set it to the same as the Gateway.

NOTE: You can find the Subnet Mask, Gateway, DNS Server from your router, or check the local connection
status of your computer, to get all the parameters. Normally two DNS servers are optional.

Http Port: LAN port assigned for the equipment, default is 80. You could set another port number like 81, 801,
8001 etc.

User: Default administrator username is: admin (please make sure all are lowercase letters).
Password: Default password is bank, i.e. no password.

NOTE: If the prompt “subnet doesn’t match, double chick to change!” appears, please set the IP Address,
Subnet Mask, Gateway, DNS Server once again, or enable Obtain IP from DHCP server.
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2.1.1.3 Upgrade Firmware

Enter the correct User and Password to upgrade system Firmware and Web Ul. Please upgrade system
firmware first and then upgrade Web Ul or it may damage the camera. (Figure 2.4).

- [EX]

Anonymous Http://192.168.1.52

Your user hame

T Jdize:. | and password.
—i—Default User:admin
BB ] No password
Upgrade System
Firmware first

Then Upgrade Web Ul

Upgrade System Firmware

Upgrade feb UL

14

Figure 2.4

Please download the firmware package for the correct type of your camera before you upgrade.
Follow the upgrade document carefully to upgrade. Please see readme file first before you upgrade.

CAUTION: You should not upgrade the firmware unnecessarily. It is possible to damage the camera if a
mistake is made during the upgrade. If your camera works well with the current firmware, we recommend that
you don’t upgrade it.

NOTE: When doing an upgrade, remember you must keep the power on, and it's best to use wired mode,
connected via the network cable.

2.1.1.4 Refresh Camera List

Refresh camera list manually.

2.1.1.5 Flush Arp Buffer

When cable network and wireless network of the device are fixed IP address, you may encounter a problem
where you can search the camera IP but can’t open the camera web page. In this case use Flush Arp Buffer.

2.1.1.6 About IP Camera Tool

Check the IP Camera Tool Version and IP Camera ActiveX Control Version here.

2.2 Camera Login

You can access the camera through IP Camera Tool or IE, Firefox, Safari, Google Chrome or other standard
browser directly.

11



1. Double click the IP address of the IP Camera listed (Figure 1.9). The default browser you use will run
automatically and go to the camera login interface. (Figure 2.6).

2. To access the camera by IE Browser directly, just type the camera’s IP address, for example, if the
camera’s IP address is 192.168.1.123:

. File Edit View Favortes Tools Help

O . © X E) A

Back ward Stop Refresh Home

: Address [@ http:/[192.168.1.123

Figure 2.5

Windews Security B

The server 192.168.1.104 at ipcamens 00635489755 requires a usermname
and password,

Waming: This server is tequesting that your usemame and password be
sént in an massdure mannes (basic authentication without & Secure
connection]

; Uzer name
u' ; Pasvward
[T Remember my credentials

[ok ][ conce |

Figure 2.6
The default user name is admin, no password (leave blank).

Input the correct user name and password, the Sign In interface will pop-up.
There are three models to login (figure 2.7).

Language EEEIINY
ActiveX Mode (For IE Browser)
S Click here, visit on IE

Server Push Mode (For Safari,FireFox, Google Browser)

Click here, visit on Safari,
gn in | Firefox, Gongle chrome

browser via server push mode

Languages

VLC mode (for IE, Safari, FireFox, Google, Opera browser)

gn in [®Click here, visit on VLC mode

| Sign in mobile phone iié?{ehgizhemsu o

sttention
case sensitive

propase using 1024 * 788 soreen resolution

Figure 2.7
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(1) Active Mode (For IE Browser): available in IE 6.0 or above.
(2) “Server Push Mode”: available in Firefox, Safari, and Google Chrome browser.
(3) “Sign in mobile phone”: available in Mobile phone.

2.3 For IE Browser

Choose ActiveX Mode (For IE Browser), and sign in.

engicn v [
ActiveX Mode (For IE Browser)
Server Push Mode (For Safari,FireFox, Google Browser)
Sign in
VLC mode (for IE, Safari, FireFox, Google, Opera browser)
Sign in
Sign in mobile phone

attention:
case sensitive

propase using 1024 * 768 sareen resolution

Figure 2.8

Figure 2.9
The first time you login to the camera, you might get an ActiveX prompt as in the picture above, please click

the prompt and choose Run Add-on, refresh and login to the camera again, then will see live video, as in
Figure 3.0.

13



50 - 5= Ge-ne § - i

Figure 3.0

Note: If there is still no live video after you run ActiveX, and a red cross shows in the center of the
screen, or even just a black screen, please try to enable the ActiveX options of IE security settings.

Please do the following steps:

1. Close the firewall of your computer.

2. Change the ActiveX settings, “IE” browser > “Tool” > “Internet Options” > “Security’> “Custom Level” >
“ActiveX control and Plug-ins”, all the ActiveX options set to be “Enable”:

Especially:

Enable: Download unsigned ActiveX controls

Enable: Initialize and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plug-ins

- . - -
v|é | Xl By st mmylmuﬂtlwm Frograms | Advanced
- S——— - s
K 2 B 2
4~ B m v Pagee Soletyv| Tookv| @~ Select 5 2ore 19 view o charge seeurity Selbrgs.

: @ & v O
: = v

Reopen List Browsing Session | A intenet  Localintranet Trustedstes  Restricted

| o
Pop-up Blocker vy e
P | This zone is for Intermet websites,
3 Manage Add-ges | except those ksted in trusted and
= | restricted zones.
o Week Offlns | Seanity level for this zone
Alwed levels for this 2ome: Medum 1o Hoh
Medimm-high
Compatibaty Veew Settngt Appropriate for mast websites
« Promots be fare dovwnioading potentialy ursafe
# Full Screen il content
« Ungred Actve controls wil net be downisaded
Teclbari v
Eplorer Bar vl 4| Enabie Protected e Explover)
3 Custom level,..
W Developes Teck n |
|

Swggesied Stes I |
¥ Intemet Dptions || o Cancel Apply

- e — L

14



Secutity Settings - [nmernat Zong =

Settings:
Sattrgs. # Display viden and snimation on 8 webpage that doss notuse =
'_o Actved condrols and plugne a Dbl
@) Al previousty urused AcveX controls 9 rum Without proe 9 Enable
T T b Download sghed ActveX controls
© Dasti
¥, Abow Sorpdets & Enable 4
6 Disahie Prompt
Enable them i) Comrioon ushorsod Actvet oo
Prospt ) Digable
@ Automanc prompdng for Acthee) contnols @ Enabie
B Deable
Frompt
o Trwtiskoe ared beript ActveX controls not mbdked a3 safe for &
| Bnary and scriot pehaviors " Duwak
AEraT D aporrved .
@ Enabls
W Enaie TR, =
: M‘._wﬁw‘muhmm““wm_n— il s s ....-..I.:\-..A.‘.....—.-m.u -\.q..n...»...n_.....'u
; '
*Tokes effect after you restart Intemet Exglorer “Takes effect after you restart [ntermet Explorer
FReset custom setings Resel custom setbngs
T — et 0 o Gk .
£ el 5 o= Cancel |
4
Figure 3.1

You can also click “Start” menu->“Internet Explorer”, and choose “Internet attributes”, or via “Control
Panel” ->“Internet Explorer”, to access Security settings.

If you allowed the ActiveX to run, but still cannot not see live video, only a Red Cross n in the center of

the video, and the device status light changed to yellow color n not green, please change to another port
number. Don’t use port 80, use another port such as 128, 1008 etc.

|~ Obtain IP from DHCP server

Dexa IF hddress 192 188 . 1 .12
Sbnet sk [255 285 255 . 0
Gateway 1892 185 .1 .1
IS Server 192 168 . 1 .1
Http Port Don't use 80 —{[izs
User ;admin
Fazsword I—
w | Cancel |
Figure 3.2

NOTE: Make sure that the firewall or anti-virus software doesn’t block the software or ActiveX. If you couldn’t
see live video, please close your firewall or anti-virus software, and try again.

2.4 For Safari, Firefox, and Google Browser

Choose Server Push Mode (For Safari, Firefox, and Google Browser), and sign in.
Server Push Mode doesn’t support ActiveX, so some functions are not available, such as Play, Stop, Record,
etc. If you want to use these functions, please use IE browser.
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Network Camera

Figure 3.3
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2.5 For Mobile Phone

Choose Sign in mobile phone, and sign in.

Mobile phone doesn’t support ActiveX, only some basic functions can be available in this mode.

It supports iPhone, Smart phone, 3G phone etc. Normally, if the mobile phone supports network video, then it
can work with our IP Camera.

resolution| EEIEEI] v
e oz @ [reversal  [] mirror
bright =N - o]

contrast =0 . |

Figure 3.4
2.6 ActiveX Mode (For IE Browser)

Login to the camera in ActiveX mode, the main User Interface is as below:
NOTE: There are 3 levels of users, Visitor, Operator, Administrator, if you login with different users, the use
authority is different. (See 3.11 User Settings, Figure 8.5).

2.7 For Visitor

When you login as Visitor, you can enter the IP Camera for visitor.
Visitor is the lowest level with only some operation available.
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Network Camera
@ oy @ sop

. Rate  Fulk-Spee w
esolution 5407480 ¥

Figure 3.5

Channels:

e[ JoHeE

The IE software supports 9 channels. Click to get different windows.

2 I:I Click this one to view the main channel of the camera you login to.
o

. Click this one to view 4 Channels of cameras that are connected, from CH1 to CH4.

o :l Click this one to view 9 Channels of cameras that are connected, from CH1 to CH9.

NOTE: If you want to view 4/9 channels, you should set the Multi-Device first (See 3.1 Multi-Device
Settings).

Status of Channels:

There are 9 icons B at the bottom of the Ul which show the status of each channel of the camera.
E Grey color, means there is no device connected to the main device for this channel.

B Green color, means the device is connected for this channel, and it works well.

- Red color, means the device for this channel is recording.

ﬂ Yellow color, means this channel is set in multi-device already, but it fails to connect to the main device.
18



x

': anonymous | fail to commect to the dewice | can’ t comnect to the dewice

Figure 3.6
OSD Settings:
[ reversal psi
O mirror disabled black vellow
_) [ add timestamp on record > red white blue
Figure 3.7

OSD: Means “On-Screen Display”, click “Video” > “OSD”, set display date and time on the video.
Disabled: Clicking this one means clear the OSD.

Color: Can set the OSD text color as black, yellow, red, white, blue etc.

Add time stamp on record: if you click this, there will be time OSD on record video files.

Network Camera

@ play @ stop

.Fu!I-Spee v
resolution| 640*480 +
mode | 50HZ |
bright, M o | @9
contrast 9 [5 | @

default all

Figure 3.8
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Rate and Resolution:

Rate: Set video frame here, from “full-speed to 1fp/5s”. (Figure 3.9)

Resolution: Set the resolution to be 160*120, VGA(640*480), QVGA (320*240). (Figure 4.0).

NOTE: When doing recording, Rate and Resolution parameter settings is very helpful for getting small
size record files, the lower parameter to get the smaller file.

Rate FuII-Speed V

mada |20 fps resolution] 320240 | v

contrast 5 h| | mode [160%120
e bright 1320240

contrast ast 40 J

defauit all

Figure 3.9 Figure 4.0

TOP Menu:

Figure 4.1

¥ Live Video
- Click to get live video. When you want to get back to live video from other menus, just click it.
Only under live video, you can do the operation on the right side, such as play, stop, snapshot etc.

|
Click to get into play mode, when you click the stop icon, the video will be stopped, then if you
click the play icon, it will show the video again.

sto
Click to stop the live video. You can click the play icon if you want to see live video again.

snapshot
Click to get snapshot. It will show the date and time of the snapshot you get, if you save it, you
will find the snapshot file named by “snapshot_ MAC ID_date_time”.

Click to start recording manually, and the icon will change to red color

again, it will stop recording. The record file will be saved to the folder you set. (Figure 10.6 — Figure 10.9).

click it

NOTE: For visitor, if you click other menus which visitors don’t have the right to operate, there will be a pop-up
for the login interface (Figure 2.6), please input the user name / password for at least 3 times to login again.
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2.8 For Operator

When you login as Operator, you can enter the IP Camera for Operator.
For operator, it not only supports all the functions for Visitor, but also supports these functions below:

Ll

Rate | Full-Speed v R
resalufion 6407480 v = .
mode | S0HZ ~| ||° | —
bright MR o | & s
contrast S [, | =9

| defaullall

Operator can s

Figure 4.2

Video Settings

035D

[ reversal

1 mirror

_) [ add timestamp on record

Figure 4.3
Reversal: Click this icon to reverse (flip) the image. Click again to go back to normal.
Mirror: Click this icon to see the mirror image. Click again to go back to normal.

NOTE: You can choose Reversal and Mirror function when you set up the camera in a special position (upside
down for example).
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Mode, Bright, Contrast Settings

[ mode | s0HZ ~| |

i -
bright - 5 : [Fode
contrast 4 bright

default all contrast|| 60 HZ
) outdoor

S0 HZ |w

>
Figure 4.4

Mode: This mode is optional, 50HZ/60HZ for the users who use 50HZ/60HZ frequency, outdoor for users who
want to use the camera to monitor an outdoor environment.

_—
- to adjust the value.

-

Bright: Set the parameters to adjust the image quality of the video. Click

Contrast: Set the parameters to adjust the image quality of the video. Click to adjust the value.

Default all: Click it to set all the parameters back to the factory setting.

NOTE: If you login to the camera, and there is no video displayed, or the parameter of bright/contrast is blank,
you can try to click “default all” to set the parameters back to the factory setting to get live video.

NOTE: In Operator mode, if you click other menus that are not available in Operator mode, the login interface
will pop up (Figure 2.6), input the user name / password at least 3 times to login again.

2.9 For Administrator

For details see Settings as Administrator (3.1 - 3.20).
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3 SETTINGS AS ADMINISTRATOR

Administrator supports all the settings and operations of the camera.
There are some special functions only for administrator as below:

) record

> Live Video [&]snapshot

¥ hulti-D
i i J019(192.163.1.136) ~
. | N test(192.168.1.128) :
P VRO | | Device List in Lan anonymous(192 1531 180) Tl
anonymous(192. 168.1.154) | Refresh
The 1st Device Thiz Dewice
The 2nd Dewice Mone
il F ;O [ g“go """ || | The 3rd Device MNone
| | Thed4thDevice None
Rate  Full-Speed | | | The Sth Device MNone
00 Rl | The fith Device None
node | S0HZI +
S The 7th Device Mone
wight M= (o] &
intrgat . 2 ] - The §th Device Mone
default all The 9th Device Mone
attetition: If you want to access the device from internet, be sure the host and port that you set can be accessed
from interret.
[ Submit ] [ Refresh

Figure 4.5

3.1 Multi-Device Settings

Wulti-Device Settings
|pgrade Device Firmware

Festore Factory Settings

LTI GRS [Reboot Device
i 4

Figure 4.6

Multi-Device Settings

This camera can support max. 9 channels device at the same time.

3.1.1 Set Multi-Device in LAN

In the Multi-Device Settings page, you can see all devices searched in LAN. The 1st device is the default one.
You can add more cameras listed in LAN for monitoring. This web software supports up to 9 IP Cameras online
simultaneously.
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Click The 2nd Device and click the item in the Device List in Lan, it will fill the Alias, Host, Hitp Port
automatically, then input the correct user name and password, click Add. Set more devices in the same way,
after you’re done, click Submit.

anonyrous(192.168.1.38) ~
Pevics Lt Tan aunyuusﬂ 92.18.1 53) El
Demg 15) ¥ [ Refresh |
The 1st Device This Device _ PR By
The 2nd Device None Find your IP address
? ~ Z.Double click.
At enk o selectyourlP-address
Alias | \Dema |
Host | [192.168.1.115 - 3.Information shows
Hitp Port | (8901 ilkn W
Der | [admin ] 4.Your user name
a = I I
Password Default «adlmi
[ Remove No password
The 4th Device None e A y
&-Click-Add-tofinish——
The 5th Device None
The 6th Device None
The 7th Device None  Note: Add the 4th,5th and
The 8th Device None more device is the same method
The 9th Device None
attention: If you want to access the device from internet, be sure the host and port that you set can be accessed
from intermet.
6.Submit to finish — Submit || [ Refresh |
Figure 4.7
o O . OHFH .
Click Live Video and then select to see four channels, or click =~ = to see nine channels.

Wuti-Dsvice

Kt work:

Video

Rate | Ful-Spead v
resclution E4CFARD s
mods | SOHZ v
bright B | R
corfras! S \

Figure 4.8
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e * ) ‘\\(Nefvgqu waa‘ .
> L . ® pay @ siop '

P hAulti-Device

[z]snapshr_\l ) record

P et work

» Video

1
|
|
|

Rate _FuII-Speed j
resolution B40°480 ¥ |
mode | S0HZ v | [
bright == & | s 5l
contrast =0 [ | P (0

default 3l

Figure 4.9

3.1.2 Set Multi-Device for WAN

If you want to view cameras from internet, you have to add these devices by DDNS domain name.

Make sure all these cameras you want to add have DDNS set successfully. (See 3.7 DDNS Service Settings)

Login the first camera by DDNS domain name and port, this camera will be as the host camera.

\;;;Favor'rte; I@Device(ﬂemn] ! | f} B = [@ v Page~v 5

» Live Video [&]snapshot @ recorg

» Multi-Device

b Device ID 000DCSDO0SFA
> Video Device Firmware Version 022220
v system Device Embeded Web UI Version 208423
Alias Demo
e Alarm Status None
° (&) T o | DDNS Status aipcam.com Succeed Ihnpjr'e-[)lﬂ.aipca.nq.com:sgﬂl
—_— — | | UPnP Status UPnP Succeed Make sure each IP cam you add

Rate  Full-Speed B

ramalitian cansdon|_

[ Refresh | €20 login with DDNS name and port

Figure 5.0

Click Multi-Device, select Multi-Device Settings. Choose the 2nd Device; fill in the 2nd camera’s Alias, Host,

Http Port, User, Password, click Add. Set more devices in the same way, after all done, click Submit.

NOTE: The Alias is optional; you can set the alias as you wish. The Host must be the camera’s DDNS domain
name, and without “http://”, it's not the LAN IP address. If you have several cameras, you can use the same

DDNS domain name, just set different port number for each different camera.
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anonyrmous(192.168.1.128)
DeiceList L e ’
JO19(192.168.1.136) il im
The 1st Desvice This Drewice
The 2nd Devicef1.Click it demal(e0254 apoarm. com)
tlias | | demol 2.The 2nd camera's name
& [c0254.aipcam.com 3.Fillthe Znd camera's
Hitp Port | 8901 4.Enter the 2nd
User | adrmin camera's port
Passwrord | — 5.Enter the 2nd camera's
8.Add to finish = | Add W user name and password
The 3rd Device MNone
The 4th Device Hone
The 5th Device Mone
The dth Device Hone
The 7th Device MNone
The &th Device Hone
The Bth Device Hone
attention: If you want to access the device from internet, be sure the host and port that you set can be accessed
from internet.
[ Submit ] [ Refresh ]

Figure 5.1
Note: Add the other camera in the same way, Click submit to add all of them.

L ﬂ?ﬂrizajsaﬁsjz113aaa)1 160) i
Dero (192.168.1.113) ~| M}
The 1st Device This Drewice
The 2nd Device demal(el?5d aipcam. com)
The 3rd Device Apexiz{ Apesiscatnera 3327 org)
The 4th Dewice Anonynous( Apexisipcarnera. dyndns. org)
The 5th Device Mone
The fith Dievice Mone
The 7th Device Mone
The 8th Device Mone
The %th Device Mone
attention: If wyou want to access the device from internet, be sure the host and port that wou set can be accessed
from internet. Click Submit after
” Subrmit ” [Refresh |  finish all settings
Figure 5.2
e o
Click Live Video and then select ll=m to see four channels, or ad =z to see nine channels.

In this case, you can see all the cameras from a remote position by internet, for example, if you are on a
business trip, you can use the first camera’s (Host camera) DDNS to view all the devices via the internet.
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Lk'e Yidea

..«Network Camera

Multi-Device

o[ ]

Rae  Full-Spzed v
resolutian b40MAg0 W

mode | SOHE v|

e HefH

bright B | R

contract = 5 | SR
defaui all

Figure 5.3

3.1.3 Upgrade Device Firmware

If you want to upgrade the camera, please upgrade Device Firmware first, then upgrade Web Ul.
Click Browse and choose correct bin file, then click Submit to do upgrading.
NOTE: Before doing an upgrade via Browser, please make sure the IP Camera Tool of your computer could

find the camera’s IP.

Attention: Please keep the power on during upgrading, and it’s better to use wired mode via network cable.
Please don’t upgrade unnecessarily, wrong operation or incorrect upgrade bin file can damage the camera.

Live Video

Multi-Device
Net work
Video

System

other

[ ]snapshot ) record

Upgrade Device Firmware /I[ Browse... | |

Upgrade Device Embeded Web Ul _/'| Browse...| | Submit | |

-
1.Browse the Firmware

Bin File.then Submit 2.Browse the Web Ui
MNote:Upgrade Firmware first,then Upgrade Web Ul Bin file, then submit
Figure 5.4
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3.1.4 Restore Factory Settings

Click Restore Factory Settings, will pop-up a prompt, select OK, all the parameter will be returned to factory
settings, and the device will reboot.

) record

» Live Video [&Jsnapshot
¥ Multi-Device

> Net work

test(192.168.1.128)
anonymous(192.168.1.160)
Demo (192.168.1.113)

> Video Device List in Lan

Refresh

» system

Multi-Device Settings The 1st Device

P other

The 2nd Devicq ? ) are you sure to restore factory settings

Upgrade Device Firmware
The 3rd Device]

e[ o [He[H

Restore Factory Setlings | The 4th Devics |EZBE) (Cancel
Rale |Full-Speed ¥| | | The 5th Device None
Reboot Device resolution| 3207240 | The 6 Device Nome
mode A0HZ ~ Lol =
Figure 5.5

3.1.5 Reboot Device

Click Reboot the device, will pop-up a prompt, select OK, then the device will reboot

) record

» Live Video Esnapshol
¥ Multi-Device

> Net work Demo (192.168.1.113)

test({192 166 1 128)
anonymous(192.168.1.160)

» Video Device List in Lan

Multi-Device Settings B e
» other

Refresh

The 1st Device
St D) are you sure to raboot the device
The 3rd Device
The 4th Device BT [ Cancel ]
The 5th Device None
The 6th Device None

Upgrade Device Firmware

o[ JoHeHH

Restore Factory Settings

Rate | Full-Speed v

Reboot Device resoluon] 320240 v

mode | S0HZ v

Figure 5.6

3.2 Network Settings

Click Network, will pop-up the prompt as below:

Basic Metwark Settings|
VWireless Lan Settings
ADSL Settings
LIPnP Settings

A LHE L 5 [DoNs senice settings

Figure 5.7
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3.3 Basic Network Settings

Here you can set the camera’s IP address; i.e., set the static IP address of the camera manually.

You can also do the same settings from IP Camera Tool. (Figure 2.3).

Basic Network Seﬁingsl

Wireless Lan Settings
ADSL Settings
LIPnP Settings

DDNS Senvice Settings

Obtain IP from DHCP Server ¥

1P Addr 192.168.1.113
Subnet Mask 255 255 255 0
Gateway 192 168.1.1
DNS Server 192.168.1.1
Hittp Port 8901

[ Submit | [ Refresh |

>
Figure 5.8

If you don’t know the Subnet Mask, Gateway, DNS Server. Please check the Local Area Connection Status of
your computer; it contains all this information, steps as below:

1. Control Panel=»Network Connections=>Local Area Connections=>» Support = Details

2. Find the local connection icon E from taskbar, left click it, choose Support = Details

"= Metwork Connections.

Qo - © - (¥ P [rakten | [

adcress | W) Netwark Comnections

- Local Area Connection Stafus

A/ LAN or High-Speed Internet

Network Tasks ——————
iy (FTSR =roy
i o Cornacted, Fi

“”"““‘r“‘m ; 1, Reakek PTLELTI/AI0CFY |~ Connecion status

Set up & home o st .
2 office network @L Ao Type: Agsigned by DHCP
@ Change Windows ’ o

Firemall settings IF Addiess: 192.168.1.50
& Disabl this network Subwnel Mask: 35 266 25501

denice
&, Repai this connoction Diefauit Gatoway 19216311
) Renome this cornaction )
&) e status of ths Click here
@) change settings of this “windows did not detext probiems with this =
DV o e o o, 1

Fiepair.
Other Places
B CortrelParel
Nty letwork Flaces
£ My Documenits
i My Conputer
bl
Figure 5.9
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"» Metwork Connectians SEE

Qo - ) T POseen [Sreies [T

Adeess W Network Connections

A uaar High-Speed Tntermet |

- Local Area Connection Status

Metwork Tasks »
Network Connection Details

[5] Croate arew @T:mwﬁ
lcﬂﬂm'or:‘m S ¥ | Reskek RTLELFB10x Fal  Helwak Connectun Delsds:
Set i
@ Pupety o
@ o ursSet thelsame Subnet Mask anff | s iddes LEADOF I
e U a i —
@& ooeeternbi@tewdy of the camera with—} {eunei s
al) 1
deice  your PR 0P o 1903651 1

4, Reper the confection Lesss Dikaned NG

Iﬂ fenams this connecticn: = Lease E; 5 2010-7-231220:44

© vewsatus of T hardiare two DNS servers [DNE e e
conneckion - -

[9) therge ssttnc: ¥ @K1 CEN St any of them. fad

G Samellyith gateway is also OK

Other Places

B Cortrol Panel

3 by etk ' Co ]

L) My Bocuments
iy #y Computer

Figure 6.0
If you don’t know the DNS Server, you can set it the same as Gateway.

If the router supports DHCP function, you can choose “Obtain IP from DHCP Server” to get dynamic IP.

Live Video Esnapshot ) record

Multi-Device

Net work Obtain IP from DHCP Server
Video Hittp Port |80 |

[ submit | [ Refresh |

system

other

Figure 6.1

Http Port: In most cases, you can leave this value as-is. However, if your Internet Service Provider blocks this
port, you may change it to another port number such as 8060.

3.4 Wireless LAN Settings

Basic Metwark Settings

[wireless Lan Setlings| | wiretess Network List

ADSL Settings (Sean)

UPnP Settings Using Wireless Lan dl

DDNS Senvice Sefings (Submit ] [ Refiesh

Figure 6.2
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You should set up your camera using a network cable (wired) first before you attempt to use it wirelessly. (See
Hardware Installation).

1. Make sure your router is a wireless router.

2. Make sure the Wi-Fi antenna is installed on the camera.

3. Determine if your router uses encryption, (see your router’'s owner’s manual for how to do this), if it
uses encryption, note the share key.

4. Login to the camera using the IP Camera Tool, like you did when setting up with a network cable.

5. When you see the screen below, click “Network” then "Wireless Lan Settings” then click on “Scan”,
wait and then click it again, when you see your camera in the Wireless LAN settings box, click on it.

6. If there is no encryption, just click “Submit”’, if there is encryption, input the share key, then click
“Submit”.

7. Unplug the network cable and wait about 30 seconds while the camera reboots.

[g snapshot

) record

[1z3mozsacTasheclimia WEF A
| Chinaliet-RE.7[0025 58142 55a] infra WRA/WRE =

4 —[1[0025ERIT=276] infra Hone
ADYSL 2 | Zhanghan clbeg] nira WEF ~
UPAP Seflinge 3 —{scan |

DDNE Genvice Sefinps - ™

L =
Netwurk Type Infia =]

Encryption ||| Hone »,-|
i - Submii | [ Refresh |

Rale | Full-Spesd |
rezolutien Bdl:l‘dﬂl]_v

mode. | AQHZI =

Figure 6.3

123[002586744502c] infra WEP ~
1[00258637e=225] infra MNone
: : zhonglian[0025362c0bes] infra WEP =
Rsiee Hekpetio Lt t[e005c5256934] infra None v
Scan Wireless router SSID list
Using Wireless Lan [+
$SID 1 |
Network Type Infra =
Encryption | [Mone V|
| Submit | [ Rafresh |

Figure 6.4
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123[002586745b2c] infra WEP
|1[0025_853?eeza] infra Mone |
e o
Scan
Using Wireless Lan
351D 1 |
Network Tvpe Infra % MNo encryption
Encryprion | Mone V|
[ [_submit ]| [ Refresh |

Figure 6.5

1230025867 45b2¢] infra WWEF Al
1[0025_8637&926] infra None ;
Wiles Netwock Lis T B
Using Wireless Lan
SSID 123 |
Netwark Tyvpe Infra v
Encryption WEP |
Authetication Open System V|
Kev Format Hexadecimal Number v|
Default T Eey 1w
Key 1 share key here 64 hits |~
Key 2 B4 bits  |»
Key 3 64 bits | ¥
Key 4 [ | |64 bits
| [Submit || [ Refiesh |

Figure 6.6

3.5 ADSL Settings

When connected to the Internet through ADSL directly, you can enter the ADSL username
And password obtained from ISP.
Basic Metwork Seftings

Wireless Lan Setings RN
_ Using ADSL Dialup [E_}— 1.Enable it
FERE SN ADSL User Tex102366097236518 || 2.ENter your user
UFnP Settings ADSL Passward ft.t&iiilill and password
DDNS Service Settings > 3.Submit to finish —| submit | [ Refresh ]
Figure 6.7
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3.6 UPnNP Settings

Click UPnP Settings to choose Using UPnP to Map Port:

Basic Metwark Settings

Wireless Lan Settings
ADSL Settings Using to Map Port 0
UPnP Settings Submit | | Refiesh

DDMNE Service Settings
=

Figure 6.8
Select it and click Submit, then the camera will support UPnP port forwarding automatically.
It's helpful for using DDNS, if your router supports UPnP, then you won’t need do port forwarding in router.

| Using UPIP to Map Port [E}-1.Enable it
2.Submit to finish —] Submit ]| [Refresh |

Figure 6.9
NOTE: Here UPnP is only for port forwarding. It relates to the security settings of your router, make sure the
UPRNP function of your router is ON.
Attention: If your router doesn’t support UPnP function, it may show error information. So we recommend you
do port forwarding manually in your router. (For details see Figures 7.5 - 7.9).

3.7 DDNS Service Settings

Basic Network Setings | DDNS Service serines M

Manufacturer's DDNS

Wireless Lan Settings

Manufacturer's Domain | e0254 aipcam.com
ADSL Settings Third Party DDNS
UPNP Settings DDNS Service | [None v

[ Submit | [ Refresh |

[DDNS Senvice Seftings|

Figure 7.0
There are 2 options:
Manufacturer’s DDNS: This domain is provided by the manufacturer.
Third Party DDNS: This domain is provided by the third party, such as Dyndns, Oray, 3322 etc.

Manufacturer's DDNS
Manufacturer's Domain 25618 aipcam.com
| Third Party DDNS |
DDNS Service None v
LT TTEL |

DynDns.org{dyndns)
DynDns.org(statdns)
DynDns.org{custom)
3322.orgidyndns)
3322 orgistatdns)

Figure 7.1

33



Third Party DDNS

If you use third party DDNS, please choose the server you use, such as “3322.org” or “dyndns.org” as below:

Manufacturer's DDNS

Iarmfacturer's D orain

| a5281 apcarn cotmn

ird Party DDNS |
DDNE Service 3322.0rg(dyndns)  |¥| [ The server you use
DDNS User jerryjih |
DDMS Paszsword [TTTTTITITTITITITY]
DDMS Host ierryjwh.3322. org |

Manufacturer's DDNS

[ Submit ] [ Refresh ]

Figure 7.2

|!ole: ! ou HEE! IO reglsler an! QEI user an! passwor!

Tred i ut it
Mlanufacturer's Domain oA 103 aipcatn. cotn

[Third Party DDNS|

DDNS Service DynDns.orgidyndns) » |[— The server you use
Db jerr},fjwh | Yourllsar and pa::\nrnrd
DEHS Password sssssssssses |

DDINE Host jerryjwh 3322, org Enter DDNS Host

DDMS or Proxy Server

DDES or Prozy Pott

|

Re-Update Ignoring Al Frrors

[ never do this unless yout hostname has been unblocked

proxy config is needed if the device is in China Mainland or Honglong

” Subrmit ” [ Refrash

Figure 7.3

You have to register an account first, enter the user, password, and host.

NOTE: Only one DDNS can be chosen, for example, if you use the manufacturer’s DDNS, the third
party one won’t work, if you use the third party DDNS, the manufacturer’s one won’t work.

To change the camera’s port.

The default port of camera is “80”, please change “80” to any other one you like, such as “81”, “100”, “8091”
etc. (It's best to use high numbers, like 8091 for example). Click “OK”, the camera will reboot, wait about 30

seconds.
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b2 IP Camera Tool

| Obtain IP from DHCE serwver

Demo TP hddrecs 19z 165 . 1 178

Subnet Mazk [255 285 285 . 0

Gateway g5 [ o ) N |

DNS Server [18z 188 1 .1
- : __| {Don't use 80,
Http Port 3128 use other number
T [emin  [like81,100,8091
Fazzword !

ok | Cmdel i

Figure 7.4
Make sure the “Subnet Mask”, “Gateway”, “DNS Server’ is the same as your router.
Set Port Forwarding in the router.
This is the most important step. You need to set port forwarding in your router, to refer to the IP of your camera
correctly, for DDNS to work. There are so many kinds of routers, so it's difficult to show fixed steps, but here
are some samples of different router’s port forwarding settings, just for reference:

TP-LINK:

1. Login to the router.

+ Virtual Servers

2. Choose “Forwarding”, select “Virtual Servers”
3. Click the Add New button, pop-up below:

Add or Modify a Virtual Server Entry

I (- or K

Service Port:

IP Address:
Protocol:

Status:

Common Service Port:

——

ALL X

IEnabIed x
I—Selec:l One— =

Save Return |

Figure 7.5

Fill in the service port (don’t use 80), IP address of the camera, then click Save
NOTE: The port and IP address should be the same as the camera.
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BELKIN:

1. Login to the router.

2. Choose “Firewall’, select “Virtual Servers”

3. Input the port (don’t use 80) and IP address, then click save.
NOTE: The port and IP address should be the same as the camera.

BELKIN | Routersetn i oy Lot s

Flrewall > Virtual Servers

Thag funciien wa

B ) Tl b

(et £k for

B bwel s (pert 805, FTP

wrv (Fon T10. o oifr 3p08C sk Irough oL RoLEr 0 Ut INEME networ. Mss ks
Mol Ao Voo > ]
Che pry | v L J

Figure 7.6
DLINK:

1. Login to the router.

2. Choose “Advanced”, select “Virtual Servers”

3. Input the port, IP address, Protocol, then click save.

NOTE: The “public port” & “private port” should be the same as camera’s port, choose the protocol to be
“both”.

The Virtual Server option allows you to define a single public port on your router for redirection
to an internal LAN IP Address and Private LAN port if required. This feature is useful for hosting
oniine services such as FTP or Web Servers.
Save Settings Don't Save Settings
[ ] [ ] select one
/ 0 predefined
———— | 24 — VIRTUAL SERVERS LIST types,
Traffic
o Type
Name Public Port  Protocol Schedule
rivomaxcam HTTP - 81 Both -  Aways -
] Private Port Tnbound Fiter athalet
IP Address — DHCP dlients
192.168.0.107 Computer Name 81 = Alow Al -
Name Public Port  Protocol Schedule
Application Name 0 TP v Aways v
] Private Port Inbound Fiter
P Address B
0.0.0.0 Computerhame v O d Alow Al v
Name Public Port  Protocol Schedule
Appiication Name 0 TP v Always v
] Private Port Tnbound Fiter




Figure 7.7

After all these 4 steps are done, you can use DDNS, check the DDNS status from the camera as below, and

get the link of DDNS for internet viewing.

Step: “Login”>"System”>"Device Info”:

» Live Video @ stop

» Multi-Device

msnapshol O record

Eaibeok | | DevicelD 000000256720

> Video | [ Device Firmware Version 17.25.2.30

i Device Embeded Web UI Version 208330

| | Alias Test

Feomer Alarm Stamus None

— i [T DDNS Status 3322 Succeed hitp/ferryjwb 3322 org128
i UPaP Status UPnP Succeed
Rate | Full-Spee: ¥ [ Refresh |

resolution| 3207240 |~
Figure 7.8

» Live Video @ stop

P> Multi-Device

msnapshot ) record

P> Net work D0606ESATICO
> Video Device Firmware Version 1725230
¥ system Device Embeded Web UI Version 208330
| | Alias demo
> other Alarm Stamus None
DDNS Status aipcam com Succeed http://a5618 aipcam com:191
UPnP Status No Action
[ Refresh ]
Figure 7.9

3.8 System Settings

Device Info

Alias Seftings
Date&Time Settings
Users Seftings
Indicator Settings
Backup & Restore
Log

MEMN Setlings

Figure 8.0

3.8.1 Device Info

You can find the information about Device ID, Firmware Version, Embedded Web Ul Version, Alias, Alarm

Status, DDNS Status, UPnP Status and MSN status.
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3.9 Alias Settings

Default device name is anonymous. You set any new name for your camera here, then click Submit.

Alias

Device ID DOB0GESAF1CY
Device Firmware Version 17252 30
Device Embeded Web UI Version 20.8.3.30
Aliaz demo
Alarm Status None
DDNS Status aipcam com Succeed hifp//a3618 atpcam com:191
UPnP Status No Action
Figure 8.1

IP Cam 1.Enter a hame you like

2.Submit to ﬁnish—r Submil | Refresh

Figure 8.2

3.10 Date &Time Settings

Set the date and time for your camera.
Choose the Clock Time zone of your country.
You can choose Sync with NTP Server (Figure 8.3) or Sync with PC Time (Figure 8.4).

Device Clock Time 20106F 11 150 EH— 1434156
Device Clock Timezone | (GMT +08:00) Beijing. Singapore, Taipei |
Sync with NTP Server (] _|-Enable ittime sync with Server | .
Ntp Server || time_nist.gov V| 1 I
Sync with PC Time [l

Submit to finish—{| Submit | [ Refresh |

Figure 8.3



Device Clock Time 20104F11H15H 2H— 143534
Device Clock Timezone [ (GMT +08:00) Beijing, Singapore. Taipei |
; | ;
Sync with NTP Server Ol Select your time 2o0ne
Sync with PC Time [v]: = Enable it,IP Cam time sync with PC time
Submit to finish Submit Refresh

Figure 8.4

3.11 Users Settings

Eight accounts are acceptable for this system. Here you can set the user names and password as
Administrator, Operator or Visitor, the permission for them as below:

® Visitor: In this mode, you can only view. (Details 2.7)

® Operator: You can control the direction of IP Camera and set some parameter. (Details 2.8).

® Administrator: You can setup the advanced configurations of the IP Camera. (Details 3.1-3.20).

User Password Group
admin |Admini5trat0r W |
ipcam sssees I Operator v
demao ssssee Visitor ™

Visitar e

Visitor b

Visitor w

Visitor b

Visitor hd
[ Submit || | Refresh |

Figure 8.5
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3.12 Backup & Restore

Backy Submit
p

Restore [ Browse... | | Submit

Figure 8.7

1) Backup: Backup IP Camera all the Parameter, if you want to save all the current settings that you have set
already, you can click Submit, then all the parameters you set will store as a parameters bin file.

2) Restore: Restore IP Camera all the Parameter, if you want to change the camera’s settings to a certain
status which has a backup, click Browse to load the bin file, then Submit it.

Log

Thu, 2010-11-04 20:03:00 admin 192.168.1.183 access
Thu, 2010-11-04 20:03:38 admin 183.16.186.128 access
Tha, 2010-11-04 20:15:01 motion detect
Fri, 2010-11-05 08:48:09 motion detect
Fri, 2010-11-05 10:26:11 admin 152.168.1.164 access
Fri, 2010=11=05 12:27:53 motion detect
Fri, 2010-11-05 21:00:04 motion detect
Sat, 2010-11-06 09:01:15  motion detect

Sat, 2010-11-06 09:35:47 admin 1%2.168.1.164 ACCRSS
Sat, 2010-11-06€ 05:41:36 motion detect
Sat, 2010-11-06 11:21:03 admin 192.168.1.246 access

Sat, 2010-11-06 12:05:09 motion detect
Sat, 2010-11-06 12:10:23 motion detect

Sat, 2010-11-0€& 12:23:3%5 admin 192.168.1.183 access

Sat; 2010-11-06 12:29:39 admin 192.168.1.183 access

S8at, 2010-11-06 12:33:35 admin 192.168.1.183 access

Sat, 2010-11-06 12:33:44 admin 192.168.1.183 access

Sat, 2010-11-0& 12:51:06 admin 192.168.1.182 access
Figure 8.8

Record User information, including weekday, date, time, user name, visitor IP address etc.

MSN Settings

User test@hotmail.com

Password sesnnene

ipcamtest@hotmail.com

MSN buddy fist

[ Submit | [ Refresh |
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NOTE: Set the port forwarding successfully before setting MSN (Refer to port forwarding in DDNS settings).
Then get to the MSN settings page, fill in the correct user name and password, add the MSN buddy, max. up to
10 friends, after submit, the user will be shown in your MSN friend list.

Click System—Device Info to check the MSN status.

Device ID | O0EA2162836A
Device Firmnware Version | 1722236

Device Embedded Web UI Version 208.1.82

Atias DEMO_011

Alarm Stams None

DDNS Stams cipcam com Succeed http:/as 790 cipcam com:91
UPnP Status UPnP Succeed

MSN Status [Bucceed.
|

After you run your MSN, open the chat dialog, type in the word “url?”, after a few seconds, you will get a reply
for the remote access IP address for this IP camera.

3.13 Other Settings

Mail Service Settings
Fip Service Settings

Alarm Senvice Seftings

2>

Figure 8.9

Here you can configure some additional functions such as Motion Detection, Alarm, Schedule, FTP Upload,
Alarm Mail Alert, Record Path etc.

3.14 Mail Service Settings

Set Mail Service Settings to enable the camera to send e-mail alerts when motion is detected.
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1.Sender mailbox

Sender IP Camera@163.com
mustsupport- SMTP——

Receiver 1 IP Camera@163.com

Receiver 2 —Support 4 receivers
Need not support SMTF

Receiver 3
Receiver 4
! -1 =1 015
SMTE Server [SMTPAB3.COM [ fop sender
SMTE Port |25 [|-3.5MTP Port
Meed Authentication Enable it
SMTE User IP Camera |F-4.Your user and password
SMTP FPassword |ansnne |

6.Test it— [TESI] |Please set at first, and then test,

Report Internet 1P by Iiail [F]
I[ Submit ]l [ Refresh ]

E-Submiitbrafore test
U

Figure 9.0

Sender: Make sure the sender mailbox server provider supports SMTP, and the mailbox should not enable
SSL or TSL encryption.

Receiver: Here you can set four receivers. For receiver, there is no SMTP limitation.

SMTP Server: The sender’s SMTP Server.

SMTP Port: The sender’'s SMTP Port, usually is 25, some SMTP server have its own port such as 587.

Need Authentication: If there is SMTP user & password, please select authentication.

SMTP User: Input correct SMTP User here. Some SMTP User is the sender’s full email address, such as
test@qq.com, some are without suffix, only the username, such as test.

SMTP Password: Input correct SMTP password here.

NOTE: Click Submit first before choosing Test.

You will see the test result after you click Test.

= Device(sarah) - Windows Internet Explorer

——

—1"= L | | o -
o |§, 192,16.., V| b | ||| X |-_, | 2
File  Edit  Miew  Faworikes  Tools  Help x @ =
‘1’:‘? Fawvorites *1'2‘;; E v & | Free Hotmail & 2
— ko
{8 Device(sarah) - B ¥ =y v Page - Safety - Tools - d@h-
Test ... Succeed
Dane €D Internet da v Hio0wm -
Figure 9.1

If it prompts these following errors when you click Test. Please check that the information you filled in is
correct and try it again.

1) Cannot connect to the server.

2) Network Error. Please try later.

3) Server Error.
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4) Incorrect user or password.

5) The sender is denied by the server. Maybe the server needs to authenticate the user, please check and try
again.

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server.

7) The message is denied by the server. Maybe because of the anti-spam privacy of the server.

8) The server does not support the authentication mode used by the device.

Report Internet IP by Mail: If selected, you will receive e-mails that contain the camera’s internet IP. When
camera is powered on or Internet IP changed, it will send the internet IP by e-mail. (For example: IPCAM's
URL is http://121.213.109.69:1008).

3.15 FTP Service Settings

Set the FTP Service, you can upload images to your FTP server when motion is detected.

FTP Server 192 168.1.50 l

FTF Fort 21
FTP User PCAM
FTP Password '_-_'.' she J'
FTP Upload Folder ' ]
FTP Mode "PORT ¥
-}]tast set at first, and chen tese
Upload Imags Now 2]
Upload Interval (Seconds) _,-“EL_ -
( osbmi))
Please click Submit first before test
Figure 9.2

. FoSevieSetas

FTP Server [tpipvideo com |

FTP Port 21

ETE User test@ipvideo.com

FTP Password LTITIT) |

FTP Upload Folder ! |

FTP Mode PASV v |

@ Please set at first, and then test
Upload Image Now
Upload Interval (Seconds) |2q] |
[ Submit | [ Refresh |
Figure 9.3

FTP Server: If your FTP server is set up in LAN. You can set as Figure 9.3.
If you have an FTP server that can be accessed from the Internet, you can set as Figure 9.4.
FTP Port: Usually the port is 21.
FTP Upload Folder: Make sure that the folder you plan to store images in exists. The camera cannot create
the folder itself. Also, the folder must be erasable.
FTP Mode: It supports standard (POST) mode and passive (PASV) mode.
Upload Image Now: It will upload images when you selected it. Here Upload Interval refers to the time
between the current image and the next image.
43



NOTE: Here upload image now means it can upload images freely, no alarm trigger needed.
Click Submit after these settings. Then click Test. You will see the following picture.

= Device(lpcam) - Windows Internet Explorer

oy e v ] heinz.88.1. 108 ¥ [ [*#] [ [ e o= [[=]-
File Edit Wiew Favorites Tools Help | = &~
i Favorites | 5l @8 te : v @ FresHotmal & e lie
| @& Devica(PCAM) B - B - 0 db v Pagev Safety~ Tooks~ @@

Test ... Succesd

Done & Irkernet L T

Figure 9.4

If it prompts error information as follows.

1) Cannot connect to the server. Please check FTP Server is correct.

2) Network Error. Please try later.

3) Server Error.

4) Incorrect user or password. Please check the username and password is correct.

5) Cannot access the folder. Please be sure the folder exists and your account is authorized
6) Error in PASV mode. Please be sure the server supports PASV mode

7) Error in PORT mode. PASV mode should be selected if the device is behind a NAT

8) Cannot upload file. Please be sure your account is authorized.

Please check if parameters you filled in are correct. The format of image is like 000DC5D008FA (IPCAM)
_0_20101115152525_25.jpg

Please check if your FTP server supports this format of file name

3.16 Alarm Service Settings

Mail Service Settings Moot Dctoer At
Alarm Input Armed
Ftp Senvice Setlings o
ound on Alarm
Alarm Service E‘ettmgsl T Lo
Path Settings

Figure 9.5

Enter Alarm Service Settings page to configure Motion Detection function.

3.16.1 Motion Detect Armed

If you enable Motion Detect Armed, it will record and make a sound of alarm when there is motion detected.
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Motion Detect Armed [EJ—» 1.Enable it
Motion Detect Sensibility |6~ lthe bigger number.the higher sensitivity)
Start the motion detection compensation | [ [R}d.Qoe false alarms in case of the light mutation)
Alarm Input Armed | \q 2. Chooze the zenzibility
10 Linkage on Alarm P
Alarm Notification by Http O
Send Mail on Alarm O
Call the preset position | disabled v |
Upload Image on Alarm L
Scheduler O
Sound on Alarm —» 3. Enable it optional
Record on Alarm [] e 4. Submit
| [ Submit || [ Refresh |

Figure 9.6

After you enable motion detect armed, if there is motion detected, the Alarm Status will turn to Motion Detect
Alarm. (Figure 9.7).

Device ID 000DCSDO0SFA
Device Firmware Version 0.22.2.20
Device Embeded Web UI Version 20.8.4.23
Alias Demo
Alarm Status Motion Detect Alarm |
DDNS Status aipcam.com Succeed hitp:/e0254 atpcam.com:8901
UPnP Status UPnP Succeed
[ Refresh ]
Figure 9.7

3.16.2 Motion Detect Sensitivity

You can choose level 1-10; level 10 means the most sensitive, 1 means the least sensitive.
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Motion Detect Armed
[Motion Detect Sensibility | 5 |v|(the bigger number.the higher sensitivity)
Start the motion detection compensafion ; educe false alarms in case of the light mufation)
Alarm Input Armed 3
IO Linkage on Alarm
Alarm Notification by Http 6
Send Mail on Alarm g
Call the preset position 9 bd v
Upload Image on Alarm B
Figure 9.8

3.17 Send Mail on Alarm

When chosen, it will send picture and e-mail to your e-mail once alarmed. (First you should finish the e-mail
Service Settings. Figure 9.0).

NOTE: Usually 6 snapshots will be sent by one e-mail to your mailbox for each alarm triggered. Each alarm will
last for 60 seconds.

Upload Image on Alarm

Enable Upload Image on Alarm to set upload images to FTP once alarmed.
Upload Interval: Set the upload interval (Seconds).

NOTE: The total alarm time is 60 seconds.

Upload Image on Alarm
Upload Interval (Seconds) 0

Figure 10.2
Scheduler

Here you can set the camera alarm during the time you set. Choose Scheduler and set the date & time range.
(Figure 10.3) From Monday to Sunday, and every day divided into 24 hours, each hour divided into 4 quarters.
Left click the frame of the time range, it will turn to blue color, which means the time you choose to be armed.
Click it again, it will turn back to gray, which means delete the scheduler.

NOTE: Make sure the date & time settings are correct first. (Figure 8.3).

ATTENTION: If you don’t choose Scheduler, the camera will alarm anytime when motion triggered.

112131
HTT

L
B EEEE e
LI

I RN N O
T T T T T lin
-

Figure 10.3
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Sound on Alarm

When motion is detected, there will be a beep sound during the alarm, you can control this sound here.
If Enabled, there will be sound once alarmed.

If Canceled, there will be no sound once alarmed.

Record on Alarm
If you want the camera do recording for every alarm, choose Record on Alarm to enable it.
If you do not want the camera do recording once alarm triggered, cancel it here.

Sound on Alarm | |
Record on Alarm | I

Figure 10.4

Once an alarm has occurred, there will be indication as below:
1. The corresponding status light turns Red and keeps blinking.

s & (o

- » E 4

Figure 10.5
2. If you set Sound on Alarm, you can hear a beep sound from your computer you use when alarmed. (Figure
10.4)
3. If you set Record on Alarm, the camera will record automatically for approx one minute. You can find the
record file in the folder which you set. (Figure 10.4).
4. If you set Send Mail on Alarm, you will receive e-mail alarm alert once motion is detected. (Figure 9.9).
5. You can also set Scheduler to enable the camera to send e-mails during a special time range you want.
(Figure 10.3).
6. If you set Upload Image on Alarm, it will upload images to the FTP Server you set already, once alarmed.
(Figure 10.2).
NOTE: Each alarm only lasts for approx one minute, all the above functions for motion detection triggered only.

REC Automatically and Save to PC
When you enable motion detect and open the camera monitoring page on the PC, if there is an alarm triggered,

REC will start automatically for several seconds and save to the PC.

New Feature: Start the motion detection compensation and Alarm notification by Http.

3.18 Path Settings

Mail Service Settings
Ftp Service Settings

Alarm Semvice Settings

Fath Settings

>
Figure 10.6

Here you can set record path and alarm record path for the camera.
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Record Path =
Alarm Record Path  |E:\ Browse. ..

Figure 10.7

Record Path: Here you can set the manually record path. Click then start manual recording, the

record file will be saved to the specified path you set here.
Alarm Record Path: Here you can set the alarm record path. When motion is detected, and record enabled, it
will start alarm record automatically, the record file will be saved to the specified path you set here.

|RﬂoordPaﬂ:[| Ez Choose recq

|Alarm Record Path| (Ehoose alarm recc

d path in your PC
rd path in your PG Browse...

Figure 10.8

NOTE: If you couldn'’t set the path here in Windows 7 or Vista, please do it as below:
Windows 7 or Vista’s security level is higher than Windows XP, for “Path Settings”

1. User could add the Device IP address to the IE’s ‘Trusted sites’ first. The step is:
“IE browser—Tool—Internet Proper—Security—Trusted sites—Sites—Add".
2. You can also run the IE as administrator, input the IP address of the camera manually. (Figure 10.9).

| & Legin

& Device(anonyrmous)
& Device(anonymous)
8| Device(1220)

& | Device(anomymous)
£ Login

& Device(anonymous)

- dleftclick
|

| Open]

ili!." Run as administrater I
1

> Right ciick“"‘“”"’"‘“‘“’”
|

| & Intemet Explare
o Unpin this program from taskbar

Tasks

Properties

Figure 10.9
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3.19 Server Push Mode (For Safari, FireFox, and Google Browser)

Choose Server Push Mode, login the camera, you will see the main user interface as below:

Network Camera

mode | 50 HZ >

brigm @D 7 | @

convast M [ |
de il =)

Figure 11.0

NOTE: Server Push Mode does not support ActiveX.

Play, Stop, Record, Multi-device settings, Path settings functions are controlled by ActiveX, so if you use
Safari, Firefox, Google chrome browser, it is not possible to use these options.
The other functions are the same as for IE Browser.
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3.20 Sign in mobile phone

If you are using a mobile phone, choose Sign in mobile phone, login the camera, you will see the main user
interface as below:

resolution| BRI = =
mode G0 HZ |w reversal mirror
bright @8 (- | e

confrast &== =+ i

Figure 11.1
NOTE: Mobile phone Mode doesn’t support ActiveX.

In mobile phone mode, it only supports some simple functions, such as Resolution, Mode, Bright, Contrast,
Snapshot, Reversal, Mirror functions.
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4. APPENDIX

4.1 Frequently Asked Questions

Note: For most problems you might encounter, please check Network connections first.
Check the working status revealed by the indicators on the network server, hub, exchange and network card. If
abnormal, check the network connections.

4.1.1 | have forgotten the administrator username and/or password.

To reset the administrator username and password, press and hold down the RESET BUTTON for 30 seconds.
Release the power button and the username and password will be reset back to the factory default
administrator username and password.

Default administrator username: admin

Default administrator password: None, i.e., no password

4.1.2 Subnet doesn’t match, dbclick to change

If IP Camera Tool shows error information “Subnet doesn’t match, double-click to change!” Please choose
Obtain IP from DHCP server. (Figure 2.2).

If it still shows this error after obtaining IP from DHCP server, please check local area connection of your
computer, change subnet, gateway of the camera. Keep them in the same subnet as your computer. (Figure
2.3).

4.1.3 IP Address configuration

Check whether IP address of the IP camera server shares the same subnet as your computer: Click My
Computer >Control Panel> Network & Dial-up Connections > LAN > Attributes >Internet Protocols
(TCPIIP), and check IP Address and Subnet Mask. Make sure they are in the same subnet when configuring
the camera’s IP address manually.

4.1.4 Can’t access IP camera via the Internet

Some typical reasons:

1. ActiveX controller is not installed correctly (for more details see: (see more details: Figure 2.9 —Figure 3.1).
2. The port that the camera is using is blocked by your Firewall or Anti-virus software. Please change to
another port number and try again. (Figure 3.2).

3. Port forwarding is not successful (see more details see: Figure 7.5- Figure 7.9)

Double check these settings and make sure they are correct.

4.1.5 IP Camera Tool could not find camera’s IP

Make sure the camera is connected to its power supply and the power supply is plugged in.

Check if the network cable is not loose.

Make sure DHCP is enabled in your router, don’t enable MAC address filter.

Make sure that firewall or anti-virus software does not block the camera. You can add the camera as a trusted
site in your firewall or anti-virus software.
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4.1.6 UPNP always fails

UPnNP only contains port forwarding in our recent software. Sometimes, it might fail to do port forwarding
automatically because of firewall or anti-virus software. It also relates to your router’s security settings. So we
recommend you do port forwarding manually. You can view your camera via the Internet successfully after you
do port forwarding manually in your router.

4.1.7 Couldn’t find the shortcut on desktop after install IP camera tool

If you use Windows 7 or Vista, and you could not find the shortcut on desktop after installing the IP camera tool,
please check if the path of the tool port to is correct.

For example, was it was pointing to C:\Windows\System32\IPCamera.exe.

Please fix this by pointing the shortcut to the correct path C:\Windows\SysWOWG64\IPCamera.exe. After this
you should be able to use the shortcut without any problems.

4.1.8 | can’t change the record path

When you use Windows 7 or Vista, you may be not able to change the record path due to the security settings
of your computer.

1. Please add the camera as a trusted site to solve this issue.

The step is: “IE browser—Tool—Internet Proper—Security—Trusted sites—Sites—Add”.

2. You can also run the IE as administrator; input the IP address of the camera manually.

4.1.9 | can’t find multi-device settings and record icon

Record and multi-device function are controlled by ActiveX controller.
So if you use Safari, Firefox, or Google chrome, it is not possible to use these functions.

4.1.10 Camera cannot connect wirelessly

If your camera could not connect wirelessly after you set wireless settings and unplug the Network cable:
Please check whether your settings are correct. (Details: Wireless LAN settings).

If the camera can’t connect wirelessly it is usually because of wrong settings.

Double check the SSID, Encryption share key, Channel, should be the same as your wireless router.
Share key should not contain special characters, only letters and numbers.

Don’t enable MAC address filter.

4.1.11 | can’t see other cameras in multi-device configuration by remote access

If you want to view all the cameras in your WAN. Make sure that each camera you add in multi-device settings
can be logged-in using DDNS name and port number. Use DDNS domain name to fill in the host checkbox, not
camera’s LAN IP. Double check your settings. (Details: Set Multi-Device for WAN).

4.1.12 | only see black screen or unusual code when remotely logged in

If you could access the login page in a remote place, it indicates that your DDNS settings are correct. But if
you could not see live video, but only some undefined characters, it may be internet speed problems,
especially if the camera works OK via Wi-Fi.

52



4.1.13 There’s no picture (Problems with ActiveX Controller)

If using IE browser to connect the camera for the first time, and there is no image displayed, you might need to
install ActiveX. You need to change some browser settings to enable ActiveX. (See: For IE Browser).

4.1.14 Problems with network bandwidth

The image frame rate is subject to the following factors:

1. Network bandwidth.

2. PC performance, network environment and display preference setting (brightness, theme, etc).
3. The number of visitors (too many visitors will slow down the image frame rate).

4. Choice of switch or hub (use a switch for multiple IP Camera Servers rather than a HUB).

4.1.15 How to register an account from DDNS web

You can enter http://www.dyndns.com and register an account.

4.1.16 Pop-up the prompt” Fail to connect to the device...”?

This prompt only appears in the case of using multiple cameras.

When you set multiple cameras, and the device status light changes to yellow (@] please make sure the

cameras are connected to power and working correctly.

4.2 Default Parameters

Default network Parameters

IP address: dynamic

Subnet mask: dynamic

Gateway: dynamic

DHCP: Disabled

DDNS: factory DDNS and third party DDNS

Username and password

Default administrator username: admin
Default administrator password: None, i.e., leave blank.
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5. SPECIFICATIONS

Model

XX36A

Video Compression

Sensor 1/4” Color CMOS Sensor

Resolution 640 x 480 Pixels (300k Pixels)

IR Lens f: 6mm, F 2.0 (3.6mm lens optional)
Viewing Angle 60 Degree (3.6mm lens is 90Degree)
Minimum Illumination 0.5Lux @ F2.0

MJPEG

Video Frame Rate

15fps (VGA), 30fps (QVGA)

Resolution

640 x 480(VGA), 320 x 240(QVGA)

Flip Mirror Images

Vertical / Horizontal

Light Frequency

50Hz, 60Hz or Outdoor

Video Parameters

System Interface

Brightness, Contrast

10Base-T/100Base-TX Ethernet Port

Supported Protocols

TCP/IP, DHCP, SMTP, HTTP, DDNS, UPNP, PPPoE, FTP, DNS, UDP, GPRS

Wireless LAN

Supports wireless networks (Wi-Fi/802.11/b/g)

WEP Encryption

Disable / 64 bit / 128 bit

WPA/WPA2 Encryption

TKIP / AES

Power Supply 5VDC/2A External Power Adapter
Power Consumption 5W (Max.)

Operate Temperature -10°C ~55°C (14°F~131°)
Operate Humidity 20%-85% non-condensing
Storage temperature -10°C ~60°C  (14°F~140°T")

Storage Humidity

0%-90% non-condensing

CPU 2.0 GHZ or above

Memory Size 256MB or above

Display Card 64M or above memory

Supported OS Microsoft Windows 98/ME/2000/XP/Vista/7

Browser IE6.0, IE7.0, IE8.0, Firefox, Safari, Google chrome etc
Certification CE, FCC, RoHS

Warranty 90 Day Limited Warranty
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6. OBTAINING TECHNICAL SUPPORT

We hope your experience with your IP network camera is enjoyable, but if you experience any issues or have
any questions that this User's Guide has not answered, please visit www.x10.com/support, e-mail
support@x10.com or call 1-800-442-5065.

This user manual is based on the latest version of our camera.
System Firmware: 17.25.2.30 Web Ul: 20.8.3.70

If your camera does not support some special functions shown in this manual, please contact our technical
support team to obtain the latest Firmware and WEB Ul file for upgrading.

FCC Caution

THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES.

OPERATION IS SUBJECT TO THE FOLLOWING TWO CONDITIONS:

(1) THIS DEVICE MAY NOT CAUSE HARMFUL INTERFERENCE, AND

(2) THIS DEVICE MUST ACCEPT ANY INTERFERENCE RECEIVED, INCLUDING INTERFERENCE THAT MAY CAUSE
UNDESIRED OPERATION.

This equipment generates and uses radio frequency energy, and if not installed and used properly, that is, in strict accordance

with the manufacturer’s instructions, it may cause interference to radio and television reception. It has been type tested and

found to comply with the limits for remote control devices in accordance with the specifications in Sub-Parts B and C of Part 15

of FCC Rules, which are designed to provide reasonable protection against such interference in a residential installation.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause

interference to radio or television reception, which can be determined by unplugging the equipment, try to correct the

interference by one or more of the following measures.

* Reorient the antenna of the radio/TV experiencing the interference.

* Relocate the equipment with respect to the radio/TV.

* Move the equipment away from the radio/TV.

+ Plug the equipment into an outlet on a different electrical circuit from the radio/TV experiencing the interference.

+ If necessary, consult your local dealer for additional suggestions.

NOTE: Modifications to this product will void the user’s authority to operate this equipment.

X10 Wireless Technology, Inc. 90 Day Limited Warranty

X10.com, a division of X10 Wireless Technology, Inc. (X10) warrants X10 products to be free from defective material and
workmanship for a period of 90 days from the original date of purchase at retail. X10 agrees to repair or replace, at its sole
discretion, a defective X10 product if returned to X10 within the warranty period and with proof of purchase. If service is

required under this warranty:

Call 1-800-675-3044, visit www.x10.com, or e-mail support@x10.com.

For help or more information on setup, please visit: www.x10.com/support

X10 Wireless Technology, Inc., 400 Forge Way, Rockaway, NJ 07866
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